Network Protocols and Services

Research Assignment

Introduction
This document shows 15 challenging questions about networking that can be answered by means of research in libraries or on the Web. You need to select one question from this list or discuss your own idea of a topic with your Lecturer 

Objective
The object of the assignment is to introduce you to the process of researching a technical subject and through this into a more detailed look at a particular aspect of networking. 

Deadline
The assignment is due on: Friday of week 10 at 9:00pm (13 June 2003)
Your assignment should be stapled together using a correctly filled out cover sheet and handed in via your Instructor's assignment box.

Submission Procedure

You will need to submit in two forms - in hard copy and electronically for plagiarism checking.

Size of submission

The results of your research are to be written up as a 2000 - 5000 word document.

Assignment Review mark (10%)

During labs in Week 6 you will be expected to show some first steps in your work. We will expect to see:

· Your topic 

· Some broad headings within your topic 

· Some of the sources that you have referred to 

· Some sample, non-introductory, paragraphs of your text

The purpose of this review is to make certain that you are clear about the plagiarism rules which are described below. This requirement is worth 10% of the mark for the research assignment

References

The document must contain a references section where you list the sources that you have referred to and you must indicate in your text where you have cited these references. These may electronic and/or paper based sources.
Diagrams and illustrations

Assignments that use illustrations or diagrams to clarify the material will be well regarded.

Research Assignment Questions 

Local Delivery
1. The Local Delivery error checking that has been described is based on the CRC field in the frame. If the CRC field indicates an error then the receiving NIC discards the packet - however there is no mechanism for requesting a re-send. Describe a local delivery technique that provides a more complete error recovery mechanism.

2. The MAC address that is built in to your network card cannot be changed. Or can it? In fact it is possible to setup your own local MAC addresses by suitable software and use of the IEEE defined U/L (Universal/Local) bit in the MAC address Some networking software can make use of this feature to define MAC addresses. Describe one example of such an approach to networking.

3. Explain the relationship of Asynchronous Transfer Mode (ATM) networks to the Ethernet networks that you have studied. 

Address Resolution
4. Windows 2000 makes extensive use of DNS to propagate configuration information between computers. Describe the way this is done and particularly the role played by "Dynamic" DNS (DDNS) in this architecture.

5. The Microsoft Browser Service is responsible for gathering the Microsoft computer names into the Windows Network Neighbourhood. If you have set up a network at home you will by now know that this information is often out of date. Describe the way the Browser Service functions and explain why the information is often out of date. 

Remote Delivery
6. The TRACERT command in Windows/Unix will display a list of the routers between your computer and a remote host on the Internet. Explain the protocols used to achieve this.

7. The NetSim simulation of routing issues is loosely based on the approach used by IP routers using RIP. Compare the contents of the NetSim routing table with those of a IP/RIP based router and describe the extra fields in a real router.

8. One technique of hacking into networks involves the "spoofing" of IP addresses. Write a report on how this is done and how networks can be protected against this type of attack. 

Reliability
9. The standards on which TCPIP networking is based have largely been evolved using the "Request For Comment" mechanism. A person proposing a new protocol would describe it in an RFC and the rest of the networking community would comment.

The TCP protocol was first described in RFC 793 (http://src.doc.ic.ac.uk/computing/internet/rfc/rfc793.txt) 

Write a "laypersons guide" to the part played by sequence numbers in TCP based on this RFC. 

10. Write a report that proposes a suitable reliable protocol for communication with the Jupiter atmospheric probe mentioned in lectures. The protocol can be an existing protocol or else one of your own design. If you choose to design a protocol then you should show how your design relates to existing protocols. 

Protocol Stacks & FTP
11. Answer the following in detail: 

Define: What is RFC? 

Why RFC's are so important with respect to TCP/IP? 

What is the format and requirements for submission of RFC's?

12. In the communications and networking industry there are numerous different protocols. Find different 20 networking protocols of your choice and briefly explain their format, applications and importance. 

General
13. Recently two new Network Operating Systems (NOS's) were introduced in the World. Discuss the protocols for Windows XP built on New Technology (Code named Whistler) and Novell Netware 6. Explain these new protocols in detail including their co-relations and with respect to the different NOS's.

14. What protocols are responsible for email, video-conferencing and chatting? Explain them in detail. Elaborate your study with the help of practical examples and scenarios.

15. Describe how to provide secure point-to-point communications across the Internet. Discuss with the help of the Windows 2000 network operating system. Support your study by neat diagrams and flowcharts.
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