Network Protocols and Services

Practical Assignment

Objective
The objective of this assignment is to use a variety of advanced NetXRay features to generate a series of capture files. The NetXRay features that you will need to use are: 

· Data pattern filters

· Packet generation

The Appendix makes extensive suggestions as to how to go about these activities. 

Marking
This assignment will be marked out of 100 and corresponds to 20% of the assessment. 

The assignment sheet lists a number of tasks and the associated maximum score for each task. The maximum possible marks for this assignment will vary according to the maximum scores of what you hand in. Read the table below: 

	Marks attempted (handed in)
	Maximum possible mark for assignment 

	100
	100

	>100
	100 (but the mark will be based on the best combination of marks)

	<100
	The sum of the maximums for what you hand in


Due Date

This assignment is to be handed in before 9:00pm on Friday of Week 9 (6 June 2003). You will need to submit in two forms - in hard copy and electronically.
Submission Requirements
The assignment will be marked by inspection of the NetXRay traces that result from the activities described. We require electronic submission of these files.

· An appropriate set of capture files

· A document which provides a commentary to your activities. This commentary should be in the form of brief notes for each activity submitted.

List of Possible Tasks

In each case there is a link to a sample capture file which you may wish to inspect to make the question clearer. 

Capture Tasks
These tasks require you to investigate a number of different TCP/IP protocols. In each case the five packet limit in NetXRay will mean that the required capture can only be brought about by creating appropriate Data Pattern filters. 

1. TRACERT (10 marks) 

The TRACERT command (Start/Run/TRACERT) accepts a single DNS or IP address as a parameter and will progressively print out the details of all the routers between your machine and the distant location. How does it work?

It all comes down to the "TimeTo Live" (TTL) field in the IP header. Normally when a packet is sent TTL is set to a reasonably high number (e.g. 32). As this datagram makes its way though the Internet each router that forwards the packet reduces TTL by 1. If a packet arrives at a router with TTL=1 the router assumes that the packet has lost its way and will delete the packet and send a message to the original sender of the packet to that effect.

TRACERT deliberately sends out packets (addressed to the distant endpoint) with TTL set to 1, 2, 3 etc and then wait for the routers along the way to say that they received a "tired" packet. The first router will bounce the packet with TTL=1, the second the one with TTL=2 and so on. The "bounce" message contains the details of the router and TRACERT will display that information.

The object of this exercise is to capture the ICMP request with the TTL set to 3

You can do this by careful timing of a capture whilst TRACERT is running or by creating an appropriate data pattern filter ("Capture packets where TTL=3")

You will need to find an appropriate host to TRACERT to. This may vary by campus. A suggestion for your campus is ((TracertHost))

2. Net News Transfer Protocol (NNTP) - Capture a message (10 marks) 

NNTP is the protocol used to read and send messages in "Newsgroups" on the Internet. There are various programs you can use to read "News" (Outlook, Netscape) but the following instructions are based on Netscape. In NetXRay you can set an Advanced Filter (IP/TCP/NNTP) that will only capture NNTP packets. 

· Launch Netscape

· Use Communicator/Messenger to bring up the mail/news client

· Right click on "News" in the left-hand pane - select Subscribe to Newsgroups

· Pick a Newsgroup that takes your fancy - this list is filtered by the System Administrators so the more objectionable groups should have been excluded.

· Click on the "Subscribe" button - a tick will appear beside the Newsgroup

· Say "OK" and then start a capture filtered for NNTP

· Download the messages for the group and then inspect your capture - you will see that no actual messages are included in the buffer 

Create a filter that will enable you to perform a capture that will include an actual news message. 

3. Telnet - Capture a Login Prompt (10 marks) 

When you login to a UNIX machine and type UNIX commands you are using the TELNET protocol. In NetXRay you can easily setup an Advanced Filter that will only capture TELNET packets. You can generate some packets by using "telnet ((TelnetHostName))" from the Start menu and you will see that you are presented with a login prompt that tells you that ((TelnetHostName)) is running "((TelnetHostPrompt))". 

The object of this exercise is to capture the packet that contains this prompt. 

To make this possible you will need a Data Pattern filter that looks for the word "((TelnetHostPrompt))" in the right position in the packet. 

The text ((TelnetHostPrompt)) is proceeded by 4 other bytes in the data portion of the packet. 

4. Post Office Protocol (POP) – Capture an incoming email (10 marks) 

POP is the protocol used to read email when you are not directly connected to the Mail Server to which your email is delivered. There are various programs (Outlook, Netscape Messenger) that can be configured to read your email from the Mail Server. You can use this technique to read your email from home via an ISP account. 

The instructions that follow are based on using Netscape but they should readily generalize to one of the other programs mentioned. 

· Launch Netscape

· Use Communicator/Messenger to bring up the mail client

You will need to keep sending yourself mail when you do this exercise – you could do this from Pegasus. Use Edit/Preferences/Mail and News/Mail Servers to edit the settings for the mail server from which you will be getting mail using POP. 

· Try getting some mail using the Get Msg button

· In NetXRay an Advanced Filter can easily be created for the POP protocol (IP/TCP/POP) so that you can view the first five packets of this process – as usual you will see the three way handshake using up three of your five packets.

The object of this exercise is to set up a capture that will include the body of an email message. To accomplish this you will need Data Pattern filters along the following lines:

· Only look at data from the server ( Port and TCP flags )

· Exclude most of the POP interaction – these are the packets that begin with "+OK"

Alternatively you could use a packet size restriction that would only capture your message which could easily be made l o n g
5. Simple Mail Transfer Protocol (SMTP) – Capture an outgoing email (10 marks) 

POP is the protocol used to send email when you are not directly connected to the Mail Server to which your email is delivered. There are various programs (Outlook, Netscape Messenger) that can be configured to read your email from the Mail Server. You can use this technique to read your email from home via an ISP account. 

The instructions that follow are based on using Netscape but they should readily generalize to one of the other programs mentioned. 

· Launch Netscape

· Use Communicator/Messenger to bring up the mail client

· Send an email to your normal email account.

· In NetXRay an Advanced Filter can easily be created for the SMTP protocol (IP/TCP/SMTP) so that you can view the first five packets of this process – as usual you will see the three way handshake using up three of your five packets.

The object of this exercise is to set up a capture that will include the body of an email message. To accomplish this you will need Data Pattern filters along the following lines:

· Only look at data to the server ( Port and TCP flags )

· Include the email message itself – this packet begins with "Message-ID"

Alternatively you could use a packet size restriction that would only capture your message which could easily be made l o n g

Packet Generation Tasks
Note that these tasks require you to hand in a captured reply. The only way to cause these unusual replies to occur is to generate the suggested request using the packet generator, start an appropriate capture and then send the packet you have generated. Your submission will be the resulting capture file. 

6. A weird ARP reply (10 marks) 

The "Source IP Address" field in an ARP request plays no real part in the protocol. Destination IP is the station you are looking for and the source and destination MAC addresses are also an important part of the protocol but you can tamper, in the packet generator, with the Source IP address without disrupting ARP. 

The aim of this exercise is to capture a ARP reply that has the address 17.17.17.17 as the IP address for the machine making the request. 

7. A non-standard ping reply (20 marks) 

Normal ICMP echo requests have a series of characters ( "abcd…." ) as the data portion of the packets that is echoed by the remote host. Using the packet generator you can change this to all "a" ( "aaaaaa….. ) and cause a similar reply to be sent by the remote host. 

This exercise is harder because when you change the contents of the packet you will invalidate the check sum - the nice thing is that NetXRay, when it captures your packet, tells you what the checksum should be! 

The aim of the exercise is to capture a PING reply that has all "a" in the data portion. 

8. A DNS reply with "no-recursion" requested(20 marks) 

A normal DNS request assumes that the DNS server you are communicating with will go out onto the net and query the world wide network of DNS servers to resolve the name you have entered. This behavior is called recursion - the server goes off and does all the work on your behalf and it is the way DNS is described in the course notes. 

In a DNS request the client can request recursion by setting a flag in the DNS header - if you view a DNS packet and expand the flags you will see that a normal request has Recursion Desired set to "1" and the reply has this same setting. 

Use the packet generator to create a DNS request that has Recursion Desired set to "0" and capture the reply. 

9. An ACK-SYN packet with an acknowledgment number of 1 (20 marks) 

The ACK-SYN packet is the second packet in a new TCP connection and is sent by the server in response to the SYN packet sent by the station initiating the connection. The acknowledgment number of the ACK-SYN packet is equal to the sequence number of the SYN packet plus one. 

Use the packet generator to create a SYN request that will result in a reply that has the acknowledgment number set to 1 

You must make absolutely certain that you have no existing TCP connection with the host you are using or you will capture an acknowledgment number that is part of that old connection. 

