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Risk management is a multi-step process.
• Identify risk
• Analyze the risk and determine the frequency
• Probability of risk occurring
• Impact of risk
• Which of the risks needs a response plan
• Result:
• Develop plan to reduce or avoid their impact
• Identifies potential opportunities
• Enables to reduce rework and keep budget on track
• It makes you proactive rather than reactive
• Increases the likelihood of project success
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Risk
– Occurs in future
– An uncertain event or condition
– May effect: scope, schedule, cost, performance, and quality
– May have one or more causes, one or more impacts
– A requirement, assumption, constraint, or condition creates the possibility of negative
or positive outcomes
– Limited personnel, permit issue, limited resources
– Contingency plans should always be there as not al of risks are known!
The definition is as follow:
• RISK: Risk is a discrete occurrence that may affect the project for good or bad
• CAUSE: may be requirement, assumption, constraint or condition that creates the
possibility of negative or positive outcome.
• UNCERTAINTY: An uncommon state of nature, characterized by the absence of any
information related to a desired outcome.
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Risk Description: A description of the risk detailing the impact for the project if this risk
becomes a problem (that is, it becomes a reality).
Risk Category: Risk identification is usually more easily done when there is a "mental
framework" in place to ensure that potential areas of risk are not overlooked. One way of
doing this is to divide risks into categories (such as technical, project management,
organizational, and external), to ensure that all aspects of the project which are prone to
risk are covered.
Risk Type: Used to classify the risk as:
• Direct or Indirect risk: if the project has or does not have a large degree of control
over the risk
• Resource risk: organization, people, funding, or time
• Business risk
• Technical risk: scope, technology, or external dependency
• Schedule risk
Risk Probability: How likely the risk event will happen. This is usually represented as a
scale of values (for example: High, Medium, Low). Probability is one of the most
difficult quantities to judge accurately.
Risk Impact (level): If this risk becomes a problem, what will the impact on the project
be? This is not the actual description of the impact, but the level of impact. As the risk
probability, it is usually represented as a scale. This attribute is also sometimes called the
severity of the risk.
Risk Magnitude: To be able to rank and define which risks need to be mitigate first, the
Risk Probability and Risk Impact attributes are often combined in a single Risk
Magnitude indicator represented as a scale similar to the combined attributes.
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• Risk attitudes adopted by people are driven by perception, tolerances, and other biases
• Consistent approach to risk should be developed, and communication about risk and its
handling should be open and honest
• Risk response should be a balance between risk taking and risk tolerance
• Risk management should be proactive and consistent throughout project
Terms & concepts:
• Uncertainty: a lack of knowledge about an event that reduces confidence
• Risk Averse: someone who does not want to take risks.
• Risk Tolerances: area of risk that are acceptable/unacceptable.
• Risk Thresholds: the point at which a risk become unacceptable
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When looking at risk, one should determine:
• The probability that it will occur (what)
• The range of possible outcomes (impact or amount at stake)
• Expected timing (when) in the project life cycle
• Anticipated frequency of risk events from that source (how often)
Factors that can contribute to risk
• Project environment
• Planning process
• Project management process
• Inadequate resources
Risks concern any combination of the four project objectives
• Time
• Cost
• Scope
• Quality

6

This is based on Lyytinen’s sociotechnical model of risk
• Actors relate to all those involved in the project including both developers, users and
managers e.g. a risk could be that high staff turnover leads to information of
importance to the project being lost
• Technology – both that used to implement the project and that embedded in the
project deliverables – risk could be that the technologies selected are not in fact
appropriate.
• Structure – this includes management procedures, risk here is that a group who need
to carry out a particular project task are not informed of this need because they are not
part of the project communication network
• Tasks – the work to be carried out. A typical risk is that the amount of effort needed to
carry out the task is underestimated.
A risk could be well belong to more than one of the four areas – for example, estimates
being wrong could be influenced by problems with actors (e.g. lack of experience with a
technical domain) or the structure (over optimism of managers keen to win work).
Exercise 7.2 in the text will be some practice in identifying and categorizing risks
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Objective: increase the probability and impact of positive events, and decrease the
probability and impact of negative events
(Picture)

8

Risks associated with a project generally concern four project objectives—time, cost,
scope, and quality—or any combination of the four
• The process of how to conduct risk management activities
• Success of the other five risk management processes will be enhanced by careful and
explicit planning
• The degree, type and visibility of risk management should be commensurate with both
the risks and importance of the project
• Important to provide sufficient resources and time for risk management activities, and
risk evaluation
Importance of Risk Management Planning
•
Ensure that the degree, type, and visibility of risk management are commensurate
•
Provide sufficient resource and time for risk management activities
•
Establish an agreed-upon basis for evaluating risk
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Inputs
• Project Scope Statement
• Cost Management Plan
• Schedule Management Plan
• Communications Management Plan
• Enterprise Environmental Factors
• Organizational Process Assets
Tools and Techniques
• Planning meetings and analysis
Outputs
• Risk Management Plan
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The inputs for Risk Management Planning are:
• Project Scope Statement – The Project Scope Statement documents the project scope including
a description, major deliverables, project objectives, project assumptions, project constraints,
and a statement of work. In Risk Management Planning, the project scope statement is
commonly used for identifying project boundaries and assumptions.
• Project Management Plan – The Project Management plan contains the WBS which is used in
Risk Management Planning to determine possible areas where risks can occur. For example, if
the WBS has usability testing being the last item completed after integrated testing. This is a
risk. The usability of the application may have affect on how the information is passed into and
out of the application. This could be considered a Project Management Planning Risk.
• Organizational process assets – The organizations’ process assets may contain defined
standards and policies pertaining to risk management. Process assets included are risk
categories, roles and responsibilities, and processes of how to have a decision made.
• Enterprise environmental factors – Enterprise environmental factors reveal the risk tolerance of
the organization and the individuals involved in the project. For example, patient billing
departments or leaders commonly have absolutely no risk tolerance for any impact to cash
flow. This is especially true in non-for-profit organizations like hospitals. However educators
and researchers have a high level or risk tolerance. Therefore in an academic medical center,
one could have two ranges of risk tolerance. Understanding how much risk your stakeholders
and organization are comfortable with help with decisions regarding the type, level, and
amount of risk management to apply in the project.
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The planning meetings are used to construct the risk management plan. Commonly attendees are the
stakeholders, team members, and the project manager. The Risk costs and action plans are developed with
assignments and risk responsibilities. When facilitating planning meetings a couple of tips are:
• Ensure people can access the inputs to the planning process beforehand – Have a project collaborative a
web site and store core project documents including the Project Scope Statement, Project Management
Plan, your organization's policies on risk management, and any environmental factors that may affect
your project.
• Assure the object is to discuss and make decisions about the risk plan – During the Risk Management
Planning meetings it is good to cover the five major elements of risk management. These are:
• Methodology — Define how risks will be identified, how risk analysis (qualitative and
quantitative) will be done, how risk response planning will happen, how risks will be monitored,
and how ongoing risk-monitoring activities will occur.
• Roles and Responsibilities — Determine who will have responsibility for resolving which risks.
Create a matrix, list, or table and assign names. Your organization may already have pre-assigned
roles and responsibilities.
• Budget — Determine an order-of-magnitude estimate for how much risk-management activities
will cost for the project, based on time estimates and personnel costs, and the size, impact, and
importance of your project.
• Schedule — Define when risk-management activities should be done, and schedule them. Highvisibility, important projects will require more frequent risk identification and response than lowvisibility or routine projects.
• Templates and definitions of terms — Obtain copies of your organization's templates and any preexisting risk categories and definitions. You and your team will need to discuss and agree on what
these terms mean.
Risk Management Planning meetings are all about planning for subsequent risk identification and analysis.
It's important not to get involved in actually identifying risks during these meetings.
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The output of the Risk Management Planning process is the Risk Management Plan. The Risk Management Plan, a
subset of project management plan, documents Project Risk Management will be structured and performed on the
project.
The components of the Risk Management Plan are as follows:
1. Methodology – Methodology describes how the Risk Management processes will be performed, the tools which
will be utilized, and the data source for handling risk.
2. Roles and Responsibilities – Roles and responsibilities matrix identifies the lead, support, and risk management
team for each action item in the risk management plan, and assigns people to the roles clarifying their
responsibility and accountability.
3. Budgeting – Budgeting assigns resource and estimates costs needed for risk management. Simply state it is just
better to be honest and above board, budgeting for risk with a risk contingency.
4. Timing – Timing clarifies the frequency of the risk management process and schedules some risk management
activities in the project schedule. Without timely monitoring and response, risks can easily escalate into negative
events or become missed opportunities because you failed to exploit them.
5. Risk categories - Risk categories are potential causes of risk included in the Risk Management Plan for use during
the Risk Identification and Risk Analysis processes. Risk categories are sometimes shown as a Risk Breakdown
Structure (RBS). The RBS is a hierarchically organized depiction of the identified project risks arranged by risk
category and subcategory that identifies the various areas and causes of potential risks.
6. Definitions of risk probability and impact - Agreeing on standard definitions helps to ensure that everyone is
communicating on the same wavelength. Definitions are included in the Risk Management Plan for later use
during Risk Analysis.
7. Probability and impact matrix - The probability and impact matrix assists in determining whether a risk is
considered low, moderate, or high by combining the two dimensions of a risk: its probability of occurrence, and
its impact on objectives if it occurs.
8. Revised stakeholder tolerances — As discussions become more specific during planning meetings about actual
risks and actual costs, schedules, scope, objectives, and quality criteria, you will begin to get a better idea of your
stakeholders' tolerance for risk than you had at the start of the process.
9. Reporting formats – Reporting formats depict the content and format of the risk register. The Risk Register is a
document on which you will record identified risks and their characteristics.
10. Tracking – Tracking describes how and when risk information will be documented and reviewed for the benefit of
current project, future needs, and lessons learned. Tracking also specifies whether risk management processes will
be audited.
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As a project unfolds, the project management team will find themselves in positions in which they realize
that a particular component as to the project and or a particular facet of that project does in fact come with
a set or series of inherent risk. When attempting to organize any and all risks for the purposes of attempting
to determine what the best strategy in dealing with them may be, it is often helpful to utilize this tool that is
known as the risk breakdown structure. The risk breakdown structure is specifically a tool that represents
an organized description of any known project risks that are arranged by a number of categories and
characteristics. This risk breakdown structure will display all of the risks as well as some of their possible
causes. This tool, when utilized by the project management team and or the project management team
leader, is often broken down and tailored by project type
(Picture)
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The quality and credibility of the Perform Qualitative Risk Analysis process requires that
different levels of the risks’ probabilities and impacts be defined. General definitions of
probability levels and impact levels are tailored to the individual project during the Plan
Risk Management process for use in the Perform Qualitative Risk Analysis process. The
above figure is an example of definitions of negative impacts that could be used in
evaluating risk impacts related to four project objectives. (Similar tables could be
established with a positive impact perspective). The figure illustrates both relative and
numeric (in this case, nonlinear) approaches.
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Partial list of where risks can be found
• Budgets/funding
• Schedules
• Scope or requirements changes
• Project plan
• Project management processes
• Technical issues
• Personnel issues
• Hardware
• Contracts
• Political concerns
• Business risk
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• The process of determining which risks may affect the project and documenting their
characteristics
• Project manager, team members, risk management team, customers, subject matter
experts, end users, other project managers, stakeholders, and risk management experts
should participate
• Iterative process, frequency depends on situation
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Inputs
• Risk Management Plan
• Activity Costs Estimates
• Activity Duration Estimates
• Scope Baseline
• Stakeholder Register
• Cost Management Plan
• Schedule Management Plan
• Quality management plan
• Project Documents
• Enterprise Environmental Factors
• Organizational Process Assets
Tools and Techniques
• Documentation Reviews
• Information Gathering Techniques
• Checklist Analysis
• Assumptions Analysis
• Diagramming Techniques (C&E)
• SWOT Analysis
• Expert Judgment
Outputs
• Risk Register
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Risk management plan
• Roles and responsibilities, risk management activities in budget and schedule, risk categories
Activity cost estimation
• Provides quantitative assessment of the likely cost to complete scheduled activities
Activity duration estimation
• provides quantitative assessment of the likely time to complete scheduled activities
Scope baseline
• Assumptions made and their uncertainty, at both micro and macro levels
Stakeholder register
• For soliciting inputs for identifying risks
Cost management plan
• May generate or alleviate risk by its nature or structure
Schedule management plan
• May generate or alleviate risk by its nature or structure
Quality management plan
• May generate or alleviate risk by its nature or structure
Project documents
• Assumptions log
• Work performance reports
• Earned value reports
• Network diagrams
• Baselines, and
• Other project information proved to be valuable
Enterprise environmental factors
• Published information including commercial databases
• Academic checklists
• Benchmarking
• Industry studies, and
• Risk attitudes
Organizational process assets
• Project files including actual data
• Organizational and project process controls
• Risk statement templates and
• Lessons learned

19

Knowing how to perform effective documentation reviews is an important skill. Performing an effective documentation review is a
good way to begin the risk identification process.
Step 1: Identify the project documents needed
The documents you gather for the review are critical to identifying project risks. You should examine documents available from the
current project, plus documents from similar past projects. Some of the most helpful documents are the:
• Post-project reviews from similar, past projects - Post-project reviews from similar past projects are documents contained in
project files that summarize what went as expected during a project and what didn't go according to plan.
• Lessons learned from similar past projects or any other documents from similar past projects that will be helpful - Lessons-learned
documents refer to the learning gained from performing a project. They may be identified at any point in a project and are often
considered as project documentation.
• Other documentation for the current project that will be helpful - Other documentation includes the inputs to the project's risk
management plan, such as project charters, the company's risk management policies, defined roles and responsibilities,
stakeholder risk tolerances, the company's risk management plan template, and the WBS.
Step 2: Choose how the review will be structured
Next, you need to decide how the review will be structured. The structure of the review is contingent upon two factors: 1. the size of
the project; and 2. the areas of the project being targeted.
Documentation reviews for projects of more than five phases should occur at the management level and are conducted for each phase
and sub-phase. These reviews will be continuous throughout the project and will involve various participants in each phase. Reviews
for projects with fewer phases should occur at the team member level for each phase of the project.
PMs must also decide the areas that are being targeted for risk identification. This is project specific and depends on the types of
project and risks that may occur.
• If a project involves developing new technology, the PM may target the design and marketing risks.
• If a project uses a lot of external suppliers, the PM may target the supplier management risks.
• If the project involves construction, the PM may target industrial safety risks.
Step 3: Identify the reviewers for each part of the review
When selecting the team members for the documentation review, you should ask yourself "Who are the people who have the necessary
experience and knowledge for this area of the project and who will bring the most value to a discussion about potential risks?"
Generally, the reviewers will be the project team members, subject matter experts (SMEs), team members from similar projects, and
other stakeholders, like sponsors. The documentation type, for example, project level, also plays a role in deciding who should be part
of the review team.
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There are many ways in which information on the project risk situation can be gathered,
and these include expert interviews, root cause identification, brainstorming workshops,
and the Delphi technique.
• Brainstorming: Under the leadership of a facilitator, the project team or a multidisciplinary group of experts generates ideas about project risks. The information is
then refined and categorized.
• Delphi technique: A way of reaching consensus among a group of experts who
participate anonymously. The experts give responses to specific questions. The
responses are then summarized and provided to the entire group. The anonymity
prevents any participant from dominating the results. Several iterations are usually
performed to determine whether a consensus exists among the experts. While this
technique can be used for numerous reasons, the purpose here is to identify major
project risks.
• Interviewing: Conducted with experienced project managers, subject matter experts,
stakeholders, experienced PM, etc.
• Root cause analysis: Sharpens the definition of a particular risk and facilitates
grouping of risks by cause or category.
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• This technique uses the risk breakdown structure developed either from this project or
one from a previous similar project to compare against and ensure that all significant
risks or categories have been identified
• Organized by source of risk. Checklists use information learned from previous
projects and can help make risk identification quicker and simple. A possible
disadvantage is that analysis may limit their search to a pre-existing list. Examples of
such sources of risk include:
• Technology
• Cost
• Schedule
• Internal
• External
• Procurement
• Legal
• Poor planning
• Changes in requirements
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Any assumption that is made may turn out not to be true or at least in error, and therefore
all assumptions should be seen as a source for risks. The purpose of this tool is to
challenge such assumptions and determine what risks may arise from such assumptions.
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These normally include influence diagrams showing how certain factors both within and
external to the project may influence one another or to trigger risk situations.
• The use of Ishikawa diagrams also known as fishbone diagrams or cause and effect
diagrams.
• Flow charts can also be used to help identify risks as a graphically represents complex
process flows. These are particularly powerful because of their ability to break down
complex situations into more easily understood and diagrammatic information.
• Influence diagrams show the casual influences among project variables, the timing or
time ordering of events, and the relationships among other project variables and their
outcomes, excellent for displaying a decision’s structure
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An influence diagram is a simple visual representation of a decision problem. Influence
diagrams offer an intuitive way to identify and display the essential elements, including
decisions, uncertainties, and objectives, and how they influence each other.
This simple influence diagram depicts a variable describing the situation, a decision
"What do we do?", a chance variable "What's the outcome?", and our final valuation
"How do we like it?". These four node types are the building blocks of decision problems.
The influence diagram gives a high-level conceptual view on which the analyst may
build a detailed quantitative model.
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This tool uses four quadrants: Strength, Weakness, Opportunity and Threat, and each
risk is plotted and shown in the relevant quadrant.
Strengths should offset threats, opportunities overcome weakness
This gives a powerful picture to allow you to identify the most significant project risk
factors, and an aid to boost strengths and opportunities and minimize threats and
weaknesses in terms of the risk situation.
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Risks can be identified directly by experts with relevant experience of similar projects or
business areas. Such experts should be identified by the project manager and invited to
consider all aspects of the project and suggest possible risks based on their previous
experience and areas of expertise. The experts’ bias should be taken into account in this
process.
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The primary outputs from Identify Risks are the initial entries into the risk register. The
risk register ultimately contains the outcomes of the other risk management processes as
they are conducted, resulting in an increase in the level and type of information
contained in the risk register over time. The preparation of the risk register begins in the
Identify Risks process with the following information, and then becomes available to
other project management and Project Risk Management processes.
• List of Identified Risks - The identified risks are described in as much detail as is
reasonable. A simple structure for risks in the list may be applied, such as EVENT
may occur, causing IMPACT, or If CAUSE, EVENT may occur, leading to EFFECT.
In addition to the list of identified risks, the root causes of those risks may become
more evident. These are the fundamental conditions or events that may give rise to
one or more identified risks. They should be recorded and used to support future risk
identification for this and other projects.
• List of Potential Responses - Potential responses to a risk may sometimes be
identified during the Identify Risks process. These responses, if identified in this
process, may be useful as inputs to the Plan Risk Responses process.
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For each risk:
• Reference
• Title and description
• Current status
• Potential impact/s:
• Description
• Size
• Likelihood
• Risk owner
• Action/s
• Action log.
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Involves determining what impact the identified risks will have on the project objectives
and the probability they’ll occur.
• The process of prioritizing risks for further analysis or action by assessing and
combining their probability of occurrence and impact
• Also assessing the time frame for response and the organization’s risk tolerance
associated with the project constraints of cost, schedule, scope, and quality
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Inputs
• Risk register
• Risk management plan
• Project scope statement
• Organizational process assets
Tools & Techniques
• Risk probability and impact assessment
• Probability and impact matrix
• Risk data quality assessment
• Risk categorization
• Risk urgency assessment
• Expert judgment
Outputs
• Risk register updates
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The inputs to the Qualitative Risk Analysis process are:
• Organizational process assets - Organizational process assets are any of your
company's policies or procedures which assist in understanding the current project's
risks. Another component of organizational process assets is information regarding
risks from previous projects. This information yields understanding of how a risk was
either successfully or unsuccessfully managed in the past, provides insights into the
departments or organization's risk tolerance, and may provide a standard operating
policy of how risks are to be managed.
• Project Scope Statement - The Project Scope Statement details the project objectives,
deliverables, assumptions, constraints, schedule, budget, and configuration
management requirements. Typically a component of the project scope statement is
whether the technology or process is a new endeavor for your organization. As we all
know the bleeding razor edge is wrought with high levels of risk.
• Risk Management Plan - The Risk Management Plan details the roles and
responsibilities, risk management budgets, risk management scheduled activities, risk
categories, probability and impact definitions, probability and impact matrix, and
stockholder's risk tolerances. These components are useful in risk analysis.
• Risk Register - The Risk Register is a listing of the risk the project team identified.
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Risk probability and impact is the team rating of the project's risks and opportunities. It is
best to use a team of project members, subject matter experts, individuals listed on the
roles and responsibilities section of the risk management plan, and any other useful
knowledgeable participants. There are to tactical methods for deriving a risk rating. First
have a meeting with the team. Secondly conduct risk interviews. Generally, the first
approach is to tackle the probability question of all identified risks, then review and
determine the impact of all identified risks. Finally the risk score is calculated by
multiplying probability by impact. The successful outcome of a risk probability and
impact assessment is a Risk Register that has been updated with risk ratings for
probability, impact, and score.
One of the ways to help rank risks is to analyze the probability of a risk occurring and the
effect (or impact or consequences) of the risk on the project.
• Determine the probability of each risk occurring - usually in the form of taking an
educated guess (e.g.. Low, Medium, High or 1 to 10)
• Determine the consequences (amount at stake, or impact) of each risk occurring - also
in the form of taking an educated guess (e.g., Low, Medium, High or 1 to 10)
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Managers would be happier identifying an approximate range rather than a precise
probability.
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(Picture)
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Probability and Impact Matrix
• Low, moderate, or high priority
• Can rate a risk separately for each objective (cost, time, and scope)
• High‐risks with negative impact have priorities and need aggressive actions
• Low‐risks with negative impact should be added to watch list
• High‐risks with positive impact should be targeted first
• Low‐risks with positive impact should be added to watch list
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Different matrices can be used for cost, time, scope, threats and opportunities. It helps
guide risk responses (priority action & response strategies)
For example: R1, R2 … refer to particular risks. They are located on the grid according
to the likelihood and impact ratings that have been allocated to them. A zone around the
top right hand corner of the grid can be designated and risks falling within that zone are
treated as requiring urgent action.
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Risk data quality assessment - A qualitative risk analysis needs to have unbiased and
accurate data for credibility. A risk data quality assessment is a means to evaluate the
reliability and accuracy of the information from which the risk rating is derived.
• Extent to which the risk is understood - How well is the risk grokked? The data should
be clear, concise and easily explained. Evaluate your data source? Did the wolf caller
just tell you another wolf was after the sheep.
• Data availability - Is the data complete? A common whole is to base risk ratings on
incomplete data.
• Data Quality - Is the data timely and relevant? Honestly evaluating a CPOE install by
data that is 20 years old isn't good practice. Most like the information isn't timely and
relevant.
• Data integrity and reliability - How objective is the data? Qualitative Risk Analysis is
imprecise; ratings reflect subjective opinions and judgment. However, with this fact in
mind, try to obtain the most accurate and unbiased information you can. For example
if in a rampant war of office politics, is it objective what stones one side is throwing at
the other?
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Risks can be grouped in different ways for example they can be categorized by source,
area impacted, or project phase. A standard list of risk categories can help to make sure
areas of risk are not forgotten.
There are many ways to classify or categorize risk. For examples:
• Technical, quality or performance risks
• Project management risks
• Organizational risks
• External risks
Companies and PMO should have standard list of risk categories to help identify risk.
Generally, two main type of Risk
• Business – Risk of gain or loss
• Pure (insurable) risk – Only a risk of loss (i.e. fire, theft, personal injury, etc.)
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Attributes that affect risk:
• Affect of this product on company revenue?
• Visibility of this product by senior management?
• Reasonableness of delivery deadline?
• Number of customers who will use this product
• Interoperability constraints
• Sophistication of end users?
• Amount and quality of product documentation that must be produced and delivered to
the customer?
• Governmental constraints
• Costs associated with late delivery?
• Costs associated with a defective product?
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Risks due to Product Size
• Estimated size of the product in LOC or FP?
• Estimated size of product in number of programs, files, transactions?
• Percentage deviation in size of product from average for previous products?
• Size of database created or used by the product?
• Number of projected changes to the requirements for the product? before delivery? after delivery?
• Amount of reused software
Risks due to Customer
• Have you worked with the customer in the past?
• Does the customer have a solid idea of requirements?
• Has the customer agreed to spend time with you?
• Is the customer willing to participate in reviews?
• Is the customer technically sophisticated?
• Is the customer willing to let your people do their job —that is, will the customer resist looking over your shoulder during
technically detailed work?
• Does the customer understand the software engineering process?
Risks due to Process Maturity:
• Have you established a common process framework?
• Is it followed by project teams?
• Do you have management support for software engineering
• Do you have a proactive approach to SQA?
• Do you conduct formal technical reviews?
• Are CASE tools used for analysis, design and testing
• Are the tools integrated with one another?
• Have document formats been established?
Risks due to People :
• Are the best people available?
• Does staff have the right skills?
• Are enough people available?
• Are staff committed for entire duration?
• Will some people work part time?
• Do staff have the right expectations?
• Have staff received necessary training?
• Will turnover among staff be low?
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Questions that must be answered:
Is the technology new to your organization?
Are new algorithms, I/O technology required?
Is new or unproven hardware involved?
Does the application interface with new software?
Is a specialized user interface required?
Is the application radically different?
Are you using new software engineering methods?
Are you using unconventional software development methods, such as formal
methods, AI-based approaches, artificial neural networks?
• Are there significant performance constraints?
• Is there doubt the functionality requested is "do-able?"

43

44

Risks requiring near-term responses may be considered more urgent to address.
Indicators of priority can include time to affect a risk response, symptoms and warning
signs, and the risk rating. In some qualitative analyses the assessment of risk urgency can
be combined with the risk ranking determined from the probability and impact matrix to
give a final risk severity rating.
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The output of the Qualitative Risk Analysis process is an updated Risk Register. The risk
register updates include:
• Relative ranking or priority of project risks - The overall risk ranking is determined by
summing the individual risk scores and then dividing by the number of risks.
• Risks grouped by categories - Placing risks in categories reveal areas of risk
concentration and highlights common causes of risk. For example, if every risk is
surrounding a lack of project resources, then maybe actually planning the project work
to the resources available is necessary.
• Causes of risk or project area requiring particular attention - May improve the
effectiveness of risk responses
• Lists of risks requiring response in the near term - The most urgent risks commonly
need responses in the short term. By sorting according to urgency, it is easy to identify
the most severe risk event which need almost immediate action.
• List of risks for additional analysis and response - Risks which need additional
analysis and management are classified as high sometimes even moderate.
• Watch list of low priority risks - Risks which are not urgent and require action in the
distant future are commonly detailed on a watch list for monitoring.
• Trends in qualitative risk analysis results - With each iteration of Qualitative Risk
Analysis, a trend may result which necessitates a response or further analysis.
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This process evaluates the impacts of risk prioritized during the Perform Qualitative Risk
Analysis process and quantifies risk exposure for the project by assigning numeric
probabilities to each risk and their impacts on project objectives
• The process of numerically analyzing the effect of identified risks on overall project
objectives
• Is performed on risks that have been prioritized by the Perform Qualitative Risk
Analysis process
• Presents qualitative approach to making decisions in the presence of uncertainty
• Should be repeated after Plan Risk Responses as well as part of Monitor and Control
to determine if the overall project risk has been satisfactorily decreased
Purpose of this process
• Quantify the project’s possible outcomes and probabilities.
• Determine the probability of achieving the project objectives.
• Identify risks that need the most attention.
• Identify realistic and achievable schedule, cost or scope targets.
• Determine the best project management decisions when outcomes are uncertain
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Inputs
• Risk register
• Risk management plan
• Cost management plan
• Schedule management plan
• Organizational process assets
Tools & Techniques
• Data gathering and representation techniques
• Quantitative risk analysis and modeling techniques
• Expert judgment
Outputs
• Risk register updates
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Data gathering and representation techniques like "Interviewing" and computing the
"probability distributions" on the base of "expert judgment
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Interviewing techniques draw on experience and historical data to quantify the
probability and impact of risks on project objectives. The information needed depends
upon the type of probability distributions that will be used. For instance, information
would be gathered on the optimistic (low), pessimistic (high), and most likely scenarios
for some commonly used distributions.
Examples of three-point estimates for cost are shown in Figure. Documenting the
rationale of the risk ranges and the assumptions behind them are important components
of the risk interview because they can provide insight on the reliability and credibility of
the analysis.
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Continuous probability distributions, used extensively in modeling and simulation
represent the uncertainty in values such as durations of schedule activities and costs of
project components. Discrete distributions can be used to represent uncertain events such
as the outcome of a test or a possible scenario in a decision tree.
Two examples of widely used continuous distributions are shown in Figure. These
distributions depict shapes that are compatible with the data typically developed during
the quantitative risk analysis. Uniform distributions can be used only if there is no
obvious value that is more likely than any other between specified high and low bounds,
such as in the early concept stage of design
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Commonly used techniques include both event-oriented and project-oriented analysis
approaches including
• Sensitivity Analysis
• Expected Monetary Value analysis
• Modeling and Simulation
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Those in project management must be aware of the means of modeling risks to their project. Sensitivity
analysis is one such method. It is implemented to analyze the various risks to the project by looking at all
aspects of the project and their potential impact on the overall goal. Knowing the level of impact various
elements have on a project can assist management with setting priorities to more quickly achieve the end
result.
Project management can easily convey the results of a sensitivity analysis through the use of a tornado
diagram. The differences among the risks can be easily seen since the analysis is a quantitative value.
Rather than qualifiers describing the risks, the impact of each is quantified in a numerical value. This
facilitates comparisons between the various elements to quickly discern which risks are worth taking.
Project management can use the sensitivity analysis to create priorities in dealing with elemental risks to
the project. By knowing which affects the objective the most, more efforts can be concentrated to lessen
that risk. Lowering risk potential allows for projects to flow in a smoother fashion with fewer unexpected
delays.
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Example
(Picture)
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(Picture)
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A project simulation uses a model that translates the specified detailed uncertainties of
the project into their potential impact on project objectives. Iterative simulations are
typically performed using the Monte Carlo technique. In a simulation, the project model
is computed many times (iterated), with the input values (e.g., cost estimates or activity
durations) chosen at random for each iteration from the probability distributions of these
variables. A probability distribution (e.g., total cost or completion date) is calculated
from the iterations. For a cost risk analysis, a simulation uses cost estimates. For a
schedule risk analysis, the schedule network diagram and duration estimates are used.
The output from a cost risk simulation is shown in figure. It illustrates the respective
likelihood of achieving specific cost targets. Similar curves can be developed for
schedule outcomes.
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This simulation "performs" the project many times and uses the network diagram and
estimates to simulate the cost or schedule results of the project.
• Evaluates the project, not the tasks
• Provides the probability of completing the project on any specific day, or for any
specific amount of cost
• Provides the probability of any task actually being on the critical path
• Provides a percent probability that each task will be on the critical path
• Takes into account path convergence (places in the network diagram where many
paths converge into one task)
• Translates uncertainties into impacts to the total project
• Can be used to assess cost and schedule impacts
• Is usually done with a computer-based Monte Carlo program because of the intricacies
of the calculations
• Results in a probability distribution
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Update/add additional information to previous output i.e. Risk Register, which include:
• Prioritize list of quantified risks
• Amount of contingency time and cost reserve needed
• Possible realistic and achievable completion dates, project cost, with confidence level
• The quantified probability of meeting project objectives
• Trends
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It is a process of deciding what actions to take to reduce threats and take advantage of the
opportunities discovered during the Risk Analysis processes.
• The processes of developing options and actions to enhance opportunities and to
reduce threats to project objectives
• Follows Qualitative Risk Analysis and Perform Qualitative Risk Analysis processes,
identifies and assigns people to take responsibility for risk responses.
• Addresses risks based on priorities, inserting resources and activities into budget,
schedule, and project management plan
• Should be appropriate to the significance of the risk, cost effective, realistic, agreed by
all parties, timely, and owned by a responsible person
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Inputs
• Risk register
• Risk management plan
Tools & Techniques
• Strategies for negative risks or threats: avoid, transfer, mitigate, accept
• Strategies for positive risks or opportunities: exploit, share, enhance, accept
• Contingent response strategies
• Expert judgment
Outputs
• Risk register updates
• Risk related contract decisions
• Project management plan updates
• Project document updates
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The risk response should be in line with the significance of the risk. The strategies for
handling risk cover two main types: negative risks and positive risks (or opportunities).
Common response strategies for negative risks or threats include
• Avoidance – Eliminate the threat by eliminating the cause (extending schedule,
reducing scope, shutting down the project)
• Transference (Deflection, Allocation) – Make another party responsible for the risk
through purchasing of insurance, performance bonds, warranties, guarantees or
outsourcing the work (financial risk exposure, insurance, warranties, guarantees).
• Mitigation – Reduce the probability or the consequences of an adverse risk and
increase the probability or consequences of an opportunity (taking early actions,
adopting less complex processes, conduction more tests, choosing more stable
suppliers, prototyping, redundancy)
• Acceptance – Do nothing and say, "If it happens, it happens." Active acceptance may
involve the creation of contingency plans and passive acceptance may leave actions to
be determined as needed. A decision to accept a risk must be communicated to
stakeholders (Passive acceptance: no action except to document the strategy and leave
it to the project team to deal with it. Active acceptance: establishing contingency
reserve for money, time, and resources)
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Common response strategies for positive risks or opportunities include:
• Exploit (seeking to eliminate the uncertainty associated with a particular upside risk by
ensuring the opportunity definitely happens. Such as rewards to shorter time to complete,
lower the cost)
• Share (allocating some or all of the ownership of the opportunity to a third party who is able to
capture the opportunity for the benefit of the project. Such as joint ventures, special purpose
companies)
• Enhance (such as more resources to finish early)
• Accept (Active acceptance may involve the creation of contingency plans and passive
acceptance may leave actions to be determined as needed. A decision to accept a risk must be
communicated to stakeholders (Passive acceptance: no action except to document the strategy
and leave it to the project team to deal with it. Active acceptance: establishing contingency
reserve for money, time, and resources)
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Some responses are designed for use only if certain events occur. For some risks, it is
appropriate for the project team to make a response plan that will only be executed under
certain predefined conditions, if it is believed that there will be sufficient warning to
implement the plan. Events that trigger the contingency response, such as missing
intermediate milestones or gaining higher priority with a supplier, should be defined and
tracked.
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For specific and defined risk
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In the Plan Risk Responses process, appropriate responses are chosen, agreed upon, and included
in the risk register. The risk register should be written to a level of detail that corresponds with the
priority ranking and the planned response. Often, the high and moderate risks are addressed in
detail. Risks judged to be of low priority are included in a “watch list” for periodic monitoring.
Components of the risk register at this point can include:
– Appropriate responses are chosen, agreed upon, and included in the risk register
– Level of detail corresponds with the priority ranking and the planned responses (high and
moderate risks usually in detail)
– Identified risks, their descriptions, areas of the project (WBS) affected, their causes (RBS), and
how they may affect project objectives
– Risk owners and assigned responsibilities
– Outputs from the Perform qualitative Analysis process, including prioritized lists of project risks
– Agreed‐upon response strategies
– Specific actions to implement the chosen response strategy
– Triggers, symptoms, and warning signs of risks’ occurrence
– Budget and schedule activities required to implement the chosen responses
– Budget and schedule activities required to implement the chosen responses
– Contingency plans and triggers that call their execution
– Fallback plans for use as a reaction to a risk that has occurred and the primary response to be
inadequate
– Residual risks that are expected to remain after planned responses have been taken as well as
those that have been deliberately accepted
– Secondary risks arise as a direct outcome of implementing a risk response, and
– Contingency reserves that are calculated based on the quantitative analysis of the project and the
organization’s risk thresholds
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Part of risk management is assigning an owner to each risk. This should be the person
most capable of managing it. Project managers usually assign only project team members.
That's fine, as long as they have the knowledge, resources, and authority to deal with the
risk. If they don't, assign it to someone who does, even if it's the CEO.
Assign it to an executive the same way you do a project team member. By discussing the
risk with them and getting their concurrence they're the best person to handle it.
The project manager should also record non-critical risks so that they can easily be
revisited during the executing phase.
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Contingency Plan: Contingency Plan describes the various specific actions that will be
taken if the risk occurs and these actions are carried out at the time of risk occurrence.
Contingency Plan is developed in Planning Process for the identified risks and it clearly
defined the specific actions to be taken when the risk is about to happen or has happened.
For example, you planned that if the rain falls you will cover the your construction
consumables materials those are kept in open ground by plastic sheet once you see the
cloud movement. You further added that if the rain starts falling suddenly without giving
any prior sign, you will bring the blower and, or vacuum pumps to dry the wet
consumable after the rain stops.
Fallback Plan: Fallback Plan is a next step plan for Contingency Plan, it is implemented
when Contingency Plan fails, or not fully effective (in other words we can say that
Fallback Plan generally made for Residual Risks). Fallback Plan is also a part of the
project management plan and it clearly defined that in which cases actions have to be
taken or needed to be implemented.
Let us say that in above given example, rain continued to fall for a very long time than
you anticipated that causes consumables not usable any more. In this case you will
implement the Fallback Plan which says that once the rain stops, clean the site and
procure new consumables from identified supplier, and start the work.
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Secondary Risks: For example, a risk of fire can be allocated to an insurance company
but also cause the risk of cash flow problems. Cash flow should then be analyzed and if
appropriate, added to the risk management process.
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These are sometimes called management reserves (to account for "unknown unknowns,"
items you did not or could not identify in risk management) and contingency reserves (to
account for "known unknowns," items you did identify in risk management). Reserves
should be managed and guarded throughout the project life cycle. PMI® recommends a
reserve of at least 10% or better yet, it can be calculated based on the expected value of
project risks. Let's try an example
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Decisions to transfer risk, such as agreements for insurance, services, and other items as
appropriate are selected in this process. This may happen as a result of mitigating or
transferring part or all of the threat or enhancing or sharing part or all of the opportunity.
The contract type selected also provides a mechanism for sharing the risks. These
decisions are inputs to the Plan Procurements process.
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NOTE for Contracting: You cannot remove all the risk from a project by contracting. For
example, if there is a risk of damage in transport for a project component, hiring
someone else to do the transportation will not make the move risk-free.
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Elements of the project management plan that may be updated include, but are not limited to:
• Schedule management plan. The schedule management plan is updated to reflect changes in
process and practice driven by the risk responses. This may include changes in tolerance or
behavior related to resource loading and leveling, as well as updates to the schedule itself.
• Cost management plan. The cost management plan is updated to reflect changes in process and
practice driven by the risk responses. This may include changes in tolerance or behavior
related to cost accounting, tracking, and reports, as well as updates to the budget and the
consumption of contingency reserves.
• Quality management plan. The quality management plan is updated to reflect changes in
process and practice driven by the risk responses. This may include changes in tolerance or
behavior related to requirements, quality assurance, or quality control, as well as updates to the
requirements documentation.
• Procurement management plan. The procurement management plan may be updated to reflect
changes in strategy, such as alterations in the make-or-buy decision or contract type(s) driven
by the risk responses.
• Human resource management plan. The staffing management plan, part of the human resource
plan, is updated to reflect changes in project organizational structure and resource applications
driven by the risk responses. This may include changes in tolerance or behavior related to staff
allocation, as well as updates to the resource loading.
• Work breakdown structure. Because of new work (or omitted work) generated by the risk
responses, the WBS may be updated to reflect those changes.
• Schedule baseline. Because of new work (or omitted work) generated by the risk responses,
the schedule baseline may be updated to reflect those changes.
• Cost performance baseline. Because of new work (or omitted work) generated by the risk
responses, the cost performance baseline may be updated to reflect those changes.
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Project documents that may be updated include, but are not limited to:
• Assumptions log updates. As new information becomes available through the
application of risk responses, assumptions will inherently change. The assumptions
log must be revisited to accommodate this new information. Assumptions may be
incorporated in the scope statement or in a separate assumptions log.
• Technical documentation updates. As new information becomes available through the
application of risk responses, technical approaches and physical deliverables may
change. Any supporting documentation must be revisited to accommodate this new
information.
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• The process of:
• Implementing risk response plans
• Tracking identified risks
• Monitoring residual risks
• Identifying new risks
• Evaluating risk process effectiveness throughout the project
• Project work should be continuously monitored for new, changing, and outdated risks
• Techniques such as variance and trend analysis
• Purposes:
• Project assumptions still valid
• If assessed risk has changed or can be retired
• Risk management policies/procedures are followed
• Contingency reserves of cost/schedule should be modified in alignment with the
current risk assessment
• Can involve choosing alternative strategies, executing a contingency or fallback plan,
taking corrective action, and modifying the project management plan
• Risk response owner reports periodically to PM on the effectiveness of the plan, any
unanticipated effects, any correction needed to handle the risk appropriately
• Include updating the organizational process assets, lessons learned databases, risk
management templates
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Inputs
• Risk register
• Project management plan
• Work performance information
• Performance reports
Tools & Techniques
• Risk re assessment
• Risk audits
• Variance and trend analysis
• Technical performance measurement
• Reserve analysis
• Status meetings
Outputs
• Risk register updates
• Organizational process asset updates
• Change requests
• Project management plan updates
• Project document updates
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Risk Register
• The risk register has key inputs that include identified risks and risk owners, agreedupon risk responses, specific implementation actions, symptoms and warning signs of
risk, residual and secondary risks, a watch list of low-priority risks, and the time and
cost contingency reserves.
• Tracks and ranks individual risks, identifies the risk owner, describes risk triggers and
residual risks, and lists the response plans and strategies you should implement in the
event of an actual risk event
Project Management Plan
• The project management plan described above contains the risk management plan,
which includes risk tolerances, protocols and the assignment of people (including the
risk owners), time, and other resources to project risk management.
Work Performance Information
• Includes information that may help you identify that a new risk event is about to occur,
or it may assist you in monitoring previously identified risks.
• Deliverable status,
• Schedule progress
• Costs incurred
Performance Report
• Performance reports take information from performance measurements and analyze it
to provide project work performance information including variance analysis, earned
value data, and forecasting data.
• Include information such as status reports, performance measurements, and forecasts.
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Monitor and Control Risks often results in identification of new risks, reassessment of
current risks, and the closing of risks that are outdated. Project risk reassessments should
be regularly scheduled. The amount and detail of repetition that is appropriate depends
on how the project progresses relative to its objectives.
Should be done regularly
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Risk audits examine and document the effectiveness of risk responses in dealing with
identified risks and their root causes, as well as the effectiveness of the risk management
process. The project manager is responsible for ensuring that risk audits are performed at
an appropriate frequency, as defined in the project’s risk management plan. Risk audits
may be included during routine project review meetings, or separate risk audit meetings
may be held. The format for the audit and its objectives should be clearly defined before
the audit is conducted.
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Many control processes employ variance analysis to compare the planned results to the
actual results. For the purposes of monitoring and controlling risk events, trends in the
project’s execution should be reviewed using performance information. Earned value
analysis and other methods of project variance and trend analysis may be used for
monitoring overall project performance. Outcomes from these analyses may forecast
potential deviation of the project at completion from cost and schedule targets. Deviation
from the baseline plan may indicate the potential impact of threats or opportunities.
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Technical performance measurement compares technical accomplishments during project
execution to the project management plan’s schedule of technical achievement. It
requires definition of objective quantifiable measures of technical performance which
can be used to compare actual results against targets. Such technical performance
measures might include weight, transaction times, number of delivered defects, storage
capacity, etc. Deviation, such as demonstrating more or less functionality than planned at
a milestone, can help to forecast the degree of success in achieving the project’s scope,
and it may expose the degree of technical risk faced by the project.

84

85

86

Risk register updates
Outcome of risk assessments, risk audits, and periodic risk reviews which can be:
New identified risks, updates to probability, impact, priority, response plans,
ownership, and other elements of the risk register
Closed risks and released associated reserves
Actual outcomes of the project’s risks and risk responses
• Organizational process assets updates
• Template for the risk management plan including the probability and impact
matrix, and risk register
• RBS
• Lessons learned from the project management activities
• Change requests
• Recommended corrective actions
• Contingency plans and workarounds (not planned responses to unidentified
or accepted passive risks)
• Recommended prevention actions
• Project management plan updates
• Project document updates
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Which do you think are more frequent, contingency plans or workarounds?.
Most project managers will say workarounds because that has been the project manager's
experience. In fact, with proper risk management, workarounds become less frequent
than contingency plans
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• Steps identification through quantification are blended, resulting in risks that are
evaluated or judged as they come to light. This decreases the number of total risks
identified and causes people to stop participating in risk identification.
• The risks identified are general rather than specific (e.g., "communications" rather
than "poor communication of customers' needs regarding installation of system XXX
causing two weeks of rework").
• The first risk response strategy identified is selected without looking at other options
and finding the best option or combination of options.
• Risks are not given enough attention during the project executing phase.
• Project managers do not introduce risk management to their team during the planning
phase.
• Contracts are usually signed long BEFORE risks to the project are discussed.
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Risks are potential problems that might affect the successful completion of a software
project. Risks involve uncertainty and potential losses. Risk analysis and management is
intended to help a software team understand and manage uncertainty during the
development process. The important thing is to remember that things can go wrong and
to make plans to minimize their impact when they do. The work product is called a Risk
Mitigation, Monitoring, and Management Plan (RMMM).
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•
•
•
•

Most software teams rely solely on reactive strategies.
The team closely monitors the project for likely risks.
Resources are set aside to deal with them.
More commonly, the software team does nothing about risks until something goes
wrong.
• The team flies into action to correct the problem rapidly.
• This is called fire fighting mode.
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• More intelligent strategy.
• This begins long before technical work initiated. Potential risks are identified, their
probability and impact are assessed and they are ranked by importance.
• The team establishes a plan for managing risk.
• The primary objective is to avoid risk, but because not all risks can be avoided, the
team works to develop a contingency plan that will enable it to respond in controlled
and effective manner.
• Formal risk analysis is performed
• Organization corrects the root causes of risk
• Total Quality Management (TQM) concepts and statistical Software Quality
Assurance (SQA)
• Examining risk sources that lie beyond the bounds of the software
• Developing the skill to manage change
• After estimation of effort, duration and cost, it is need to decide go on the project or
not.
• Making decision to go on without analyzing risks only means that risks will have to be
faced after they have materialized into problems without preparations.
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The RMMM Plan maybe developed in the form of a document. Alternatively, an organization may create a set of Risk Information
Sheets (RIS) [often in electronic form] that contain all pertinent information outlined below. IMPORTANT note: Like most software
engineering documents, the RMMM Plan evolves over time.
1.0 Introduction
This section provides an overview of the RMMM Plan
1.1 Scope and intent of RMMM activities
A description of the overall RMMM focus including objectives, organizational responsibilities
1.2 Risk management organizational role
Description of who has responsibility for risk management
2.0 Project risks
This section describes all known project risks
2.1 Risk table
A presentation of all risks, probabilities and impact
2.1.1 Description of risk m
Risk m is described along with relevant subconditions. Section2.1.1 is repeated for each of m risks.
2.1.2 Probability and impact for risk m
Probability and impact for risk m is described Section 2.1.2 is repeated for each of m risks.
2.2 Risk refinement
High probability/high impact risks are refined using the CTC approach.
3.0 Risk mitigation, monitoring, and management
This section discusses RMMM for each risk.
3.1 Risk mitigation for risk m
How do we avoid risk m? Section 3.1 is repeated for each of m risks.
3.2 Risk monitoring for risk m
What conditions do we monitor to determine whether risk m is becoming more or less likely? Section3.2 is repeated for each of
m risks.
3.3 Risk management for risk m
What contingency plans should we put into plan under the assumption that risk m will occur? Section 3.3 is repeated for each
of m risks.
4.0 Special conditions
A discussion of special conditions that may trigger project critical risks and the actions required should these conditions occur.
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Risk Exposure (RE) = Potential Damage x Probability of Occurrence
• Potential Damage: a money value
• e.g. a flood would cause £0.5 millions of damage
• Probability: 0.00 (Absolutely no chance) to 1.00 (Absolutely Certain)
• e.g. 0.01 (one in hundred chance)
• According to the above example, RE = £0.5m x 0.01 = £5,000
• Crudely analogous to the amount needed for an insurance premium
E.g. If there were 100 people chipping in £5,000 each, there would be enough for the 1 in
100 chance of the flooding. If there were 2 floods then the system collapses! In practice,
with project risks, these quantitative approaches are usually impractical and more
qualitative approaches are used instead. See the next overhead.
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If you think in terms of the analogy to insurance. An insurance company might reduce
the fire insurance premium from £2k to £1k on condition that a fire alarm is installed.
The insured would save £1k a year by investing £500 so it would be worth doing.

95

96

